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I ‘ntrusion Detection

o State-of-the-Practice
—Pattern matching on known attacks

 Program focus
—Statistical Anomaly Detection
Model-Based Profiles

Detect Previously Unknown Attacks
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Maximize ability to
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“4Tolerant Software
Analogy to Mechanical Parts

e Active Interfaces
e Probabilistic methods
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Constrain attacker’s resource
consumption

» Market-Based Allocation
e Progress-Based Protocols
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